
Information Technology Incident Response Process

Process Procedure

Real Incident?

Incident detected or reported

Notify Executive Director of IT and 
IT Security Team

Document & 
Close

No

Yes

Critical Incident?

Review, Resolve, 
Document & 

Close

No

Yes

Formally notify appropriate 
parties.

Please report any technology incidents 
or suspicious activity to Information 

Technology:

IT Helpdesk Phone: 315-731-5711
IT Helpdesk Email: helpdesk@mvcc.edu

Determined through assessment by Executive 
Director of IT and Security Team

The following parties will be notified: 
Public Safety, VPs, MVCC Crisis Team, 

President, Marketing, Departments, ISEC 
team, SUNY Legal, Breach Insurance 

provider, SUNY SOC, NYS ITS.

Does this 
incident require 

public 
disclosure?

Review, Resolve, 
Document & 

Close

No

Yes

Public Communications

Private information that is protected 
by GDPR was accessed by 
unauthorized person(s). Note: There is 
a 72	hour	reporting requirement with 
GDPR protected data, such as: Social 
Security Number, Bank Account 
Number, Credit Card Number, Motorist 
Id.

Determine and Execute Response

Final Report

Incident Debriefing

Preventative Actions Taken

Guided by our legal, technical and 
marketing response teams.

Last Updated: 5/24/2021

The following parties will be included 
in the incident debrief: Public Safety, 
VPs, MVCC Crisis Team, President, 
Marketing, Departments, ISEC team, 
SUNY Legal, Breach Insurance 
provider, SUNY SOC, NYS ITS.

Actions will be taken to prevent repeat 
occurrence. 
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